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At Laetare CMAT, our mission is rooted in Christ, animated by the charisms of our founding Religious Orders, and anchored in Gospel values. We believe that every individual, created in the image of God, is entitled to dignity, respect, and the protection of their personal information. As part of our commitment to safeguarding the rights and freedoms of pupils, staff, parents, carers, and the wider community, we take our responsibilities under data protection legislation extremely seriously.
The General Data Protection Regulation (GDPR) and the Data Protection Act 2018 set out clear requirements for how personal data must be collected, stored, used, and shared. This statement affirms Laetare CMAT’s commitment to complying fully with these obligations, ensuring that personal information is processed lawfully, fairly, and transparently, and that it is kept secure at all times.
Through robust policies, procedures, and staff training, we aim to build a culture of accountability and trust, where data protection is everyone’s responsibility. In line with our Gospel values of respect for distinctiveness, subsidiarity, solidarity, and equity, Laetare CMAT ensures that the handling of data reflects both our statutory duties and our moral responsibility to care for the dignity and privacy of each person we serve.
1. Purpose
This Policy sets out the manner in which personal data is processed fairly and lawfully by Laetare CMAT. It ensures compliance with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018 (DPA 2018).
The CMAT collects and uses personal information to provide education and associated functions. In addition, the CMAT may be legally required to process data to comply with statutory obligations.
Laetare CMAT is registered with the Information Commissioner’s Office (ICO) as a data controller. Details of the Trust’s purposes for processing data are published on the ICO’s Data Protection Register: https://ico.org.uk/esdwebpages/search
Laetare CMAT’s registration number is ZB812138.      
Registration is renewed annually and updated as necessary.

2. Aims
This Policy ensures that:
· Laetare CMAT processes personal data fairly, lawfully, and in compliance with the Data Protection Principles.
· All staff involved with the collection, processing, and disclosure of personal data are aware of their duties and responsibilities.
· The rights of individuals within the Trust community are safeguarded.
· Stakeholders can have confidence in the Trust’s ability to process data securely and responsibly.
3. Scope
This Policy applies to:
1. Personal data of Laetare CMAT directors, staff, governors, pupils, parents/carers, volunteers, and other individuals working with or on behalf of the Trust.
1. Personal data of members of the public processed by the Trust.
1. All processing of personal data, whether in manual or electronic form.
4. Definitions
· Personal Data – Any information relating to an identified or identifiable individual (e.g. name, ID number, location, online identifier, or factors specific to identity).
· Special Category Data – Sensitive personal data requiring additional protection, including:
· Racial or ethnic origin
· Political opinions
· Religious or philosophical beliefs
· Trade union membership
· Genetic data
· Biometric data (where used for identification)
· Health data (physical or mental)
· Sex life or sexual orientation
5. The Data Protection Principles
Laetare CMAT will ensure personal data is:
1. Processed lawfully, fairly, and transparently.
1. Collected for specified, explicit, and legitimate purposes.
1. Adequate, relevant, and limited to what is necessary.
1. Accurate and kept up to date.
1. Retained no longer than necessary.
1. Processed securely, protecting against unauthorised or unlawful processing, accidental loss, destruction, or damage.
Laetare CMAT will be able to demonstrate compliance with these principles.
6. Individual Rights
Laetare CMAT will have processes in place for individuals to exercise their rights to:
· Be informed.
· Access personal data.
· Rectification of inaccurate data.
· Erasure (“right to be forgotten”).
· Restrict processing.
· Data portability.
· Object to processing.
· Not be subject to automated decision-making or profiling.
7. Lawful Bases for Processing
Personal data will only be processed where one of the following applies:
· Contractual necessity.
· Legal obligation.
· Protection of vital interests.
· Public task (education is a public task).
· Legitimate interests.
· Consent (where freely given).
Special Category Data will only be processed where one of the conditions under Article 9 GDPR and the DPA 2018 applies.
8. Roles and Responsibilities
· Board of Directors and Local Governing Bodies – Ensure compliance with the Data Protection Principles.
· Headteachers – Implement good data protection practices at school level.
· All Staff – Must comply with this Policy; breaches may lead to disciplinary action.
· Data Protection Officer (DPO): HY Education Services
· Advises on compliance.
· Manages Subject Access Requests and rights requests.
· Handles data breaches and liaises with the ICO.
· Reports directly to the CEO and works with Headteachers.
· Contact: [Insert Email/Phone].
9. Data Security and Breach Management
· Personal data must be kept secure at all times.
· Access is restricted to those who require it for their role.
· Staff must follow the Acceptable IT Use Policy.
· Data must be securely destroyed in line with the IRMS Retention Guidelines for Schools.
· New processing with high risk requires a Privacy Impact Assessment (PIA).
· Breaches that pose a high risk to individuals will be reported to the ICO within 72 hours.
· Staff must report all suspected breaches immediately.
· Breach management follows the procedure in Appendix B.
10. Data Breach Procedure
Steps include:
1. Immediate notification of the DPO.
1. Containment and recovery.
1. Assessment of risks to individuals.
1. Decision on whether to notify the ICO and/or affected individuals.
1. Documentation of the breach, outcomes, and lessons learned.
11. Subject Access Requests (SARs)
· Individuals can request access to their personal data.
· Requests should preferably be made in writing.
· The Trust will respond within 1 month (extendable to 3 months for complex cases).
· Identification may be required.
· Requests may be refused or charged if excessive, unfounded, or repetitive.
· Children aged 12+ are generally considered able to exercise their own rights, unless otherwise determined.
· Parental requests are considered on a case-by-case basis.
12. Data Sharing and Third-Party Processing
· Data may only be shared where lawful and necessary.
· Third-party processors must sign a Data Processing Agreement.
· Schools must consult the DPO before engaging processors.
13. Compliance and Training
· All new staff will receive GDPR training during induction.
· Ongoing training will be provided.
· Staff must read and comply with the Acceptable IT Use Policy.
· Privacy Notices for staff, pupils, and parents are published on Trust and school websites and include:
· DPO contact details.
· Purpose and legal basis of processing.
· Retention periods.
· Data sharing arrangements.
· Rights of individuals.
14. Photographs, Additional Data, and Consent
· Where consent is required (e.g. for photographs at events), written consent will be obtained.
· Consent must be informed and may be withdrawn at any time.
· For children under 16, parental consent is required.




Appendix A 
What staff must do:
· DO get the permission of your manager to take any confidential information home.
· DO transport information from school on secure computing devices (i.e. encrypted laptops and encrypted memory sticks). Wherever possible avoid taking paper documents out of the office.
· DO use secure portable computing devices such as encrypted laptops and encrypted USB memory sticks when working remotely or from home.
· DO ensure that any information on USB memory sticks is securely deleted off the device or saved on a School shared drive.
· DO ensure that all paper-based information that is taken of premises is kept confidential and secure, ideally in a sealed envelope which indicates a return address if misplaced.
· DO ensure that any confidential documents that are taken to your home are stored in a locked drawer.
· DO ensure that paper-based information and laptops are kept safe and close to hand when taken out of premises. Never leave them unattended. Particular care should be taken in public places (e.g. reading of documentation on public transport).
· DO ensure that when transporting paper documentation in your car that it is placed in the boot (locked) during transit.
· DO return the paper-based information to the School as soon as possible and file or dispose of it securely.
· DO report any loss of paper-based information or portable computer devices to your line manager immediately.
· DO ensure that all postal and e-mail addresses are checked to ensure safe dispatch of information. When sending personal information by post the envelope should clearly state ‘Private – Contents for Addressee only’.
· DO ensure that when posting/emailing information that only the specific content required by the recipient is sent.
· DO use pseudonyms and anonymise personal data where possible.
· DO ensure that access to SIMS (or equivalent) is restricted to appropriate staff only, that leavers are removed in a timely manner and that generic usernames, such as ‘Sysman’ are disabled. 
What staff must not do:
· DO NOT take confidential information to an entertainment or public place such as a pub or cinema, whether held on paper or an electronic device. Any information must be taken to the destination directly and never left unattended during the journey.
· DO NOT unnecessarily copy other parties into e-mail correspondence.
· DO NOT e-mail documents to your own personal computer.
· DO NOT store work related documents on your home computer.
· DO NOT leave personal information unclaimed on any printer or fax machine.
· DO NOT leave personal information on your desk overnight, or if you are away from your desk in meetings.
· DO NOT leave documentation in vehicles overnight.
· DO NOT discuss case level issues at social events or in public places.
· DO NOT put confidential documents in non-confidential recycling bins.
· DO NOT print off reports with personal data (e.g., pupil data) unless absolutely necessary.
· DO NOT use unencrypted memory sticks or unencrypted laptops.

Appendix B

This procedure is based on guidance on personal data breaches produced by the ICO. 

A personal data breach means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data. This includes breaches that are the result of both accidental and deliberate causes. It also means that a breach is more than just about losing personal data. So, a data breach has occurred if personal data has been lost, stolen, destroyed (accidentally or in error), altered (accidentally or in error), disclosed accidentally or in circumstances where it should not have been or otherwise made available to unauthorised people. 

Step 1: On finding or having caused a data breach, staff members or third-party data processors must notify the Data Protection Officer immediately. 

Step 2: The DPO must notify the CEO immediately when notified of a breach. 

Step 3: The DPO will take all reasonable steps to contain the breach and minimise its effects as far as possible, requesting action from staff members and any third-party data processors that may be required. 
· Can the data be retrieved or safely deleted/destroyed by any unintended recipient(s)? 
· Are we certain we have identified all the data that was lost/mistakenly disclosed or altered etc? 

Step 4: At the earliest possible time, the DPO will assess the potential consequences of the breach. The DPO should consider 
· How could it affect the data subject(s) involved? 
· How serious will these effects be for the data subjects? 
· How likely is it that the data subjects could be affected in this way(s)? 

Step 5: The DPO must decide whether or not the breach must be reported to the ICO. Breaches must be considered on a case-by-case basis; however, a breach must be reported to the ICO if it is likely to result in any physical, material or non-material damage such as: 
· loss of control over their personal data 
· limitation of their rights 
· discrimination 
· identity theft or fraud 
· financial loss 
· unauthorised reversal of pseudonymisation 
· damage to reputation 
· or any other significant economic or social disadvantage to the individual(s) concerned.

If the breach is likely to affect anybody in any of the ways described above, and cannot be successfully contained or rectified, it must be reported to the ICO. 

Step 6: The DPO will document the decision taken as to whether or not the ICO are notified of the breach. The school should keep a record of this decision in case it is challenged at a later date by any of the individuals involved or by the ICO. The school should keep a record of breaches whether or not they are reported to the ICO. This record should include: 
· A description of the breach and how it occurred 
· Details of the data involved 
· A description of the potential consequences of the breach 
· Details of how likely it is any individuals could be affected 
· A description of measures taken to contain or rectify the breach 
· Actions taken to avoid any repeat of errors that lead to the breach.

Step 8: In cases where the breach must be reported to the ICO, the DPO (or another member of staff if they are not available) must do so within 72 hours of becoming aware of the breach. Such breaches are reported via the relevant page on the ICO’s website. 

Step 9: The DPO must decide whether or not the individual is affected by the breach must be notified. Again, the potential risks to any affected individuals (described in Step 5), the severity of any affects and the likelihood of them being affected must guide this decision-making process. If there is a high risk the DPO will notify, in writing, all potentially affected individuals. This notification will include:
· Contact details for the DPO
· A description of how the breach occurred and the data involved
· A description of the measures taken to contain or rectify the breach
· Any advice it is possible to provide in terms of how the individuals could be affected.

Step 10: The DPO must ensure records of breaches and decisions taken relating to them are stored and accessible in the event of any subsequent investigation by the school or the ICO.
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